proxmark3> hf mf sniff

-------------------------------------------------------------------------

Executing command. 

Press the key on the proxmark3 device to abort both proxmark3 and client.

Press the key on pc keyboard to abort the client.

-------------------------------------------------------------------------

...>

received trace len: 257 packages: 1          

tag select uid:94 87 4d 6d  atqa:0x0004 sak:0x08          

RDR(0):60 01 7c 6a           

TAG(1):1d 4c f9 fc           

RDR(2):d8 a9 1b 00 c0 e9 fc dc           

TAG(3):59 02 1b 43           

RDR(4):01 c3 96 5a           

TAG(5):53 b4 29 cb 93 96 2b aa f2 e8 1f 5d 8c 8c 7f c4 af 64           

RDR(6):9a 02 46 4e           

tag select uid:94 87 4d 6d  atqa:0x0004 sak:0x08          

RDR(7):60 01 7c 6a           

TAG(8):d8 93 cb 59           

RDR(9):93 e6 59 9b 2e 23 af 5e           

TAG(10):cf aa c5 b4           

RDR(11):7d 7f 36 62           

TAG(12):f6 56 46 78 57 cd 6c 43 b7 e8 18 60 ad a3 bd bd bf bb           

...#db# cancelled by button                 

#db# COMMAND FINISHED                 

#db# maxDataLen=3, Uart.state=0, Uart.len=0                 

proxmark3> 

proxmark3> hf mf nested 1 0 A a067d232470c   

Testing known keys. Sector count=16          

#db# Multiple tags detected. Collision after Bit 31                 

#db# ChkKeys: Can't select card                 

#db# ChkKeys: Can't select card                 

nested...          

-----------------------------------------------          

uid:94874d6d trgbl=0 trgkey=1          

Found valid key:77c13be264a3          

-----------------------------------------------          

uid:94874d6d trgbl=4 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=4 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=8 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=8 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

#db# Multiple tags detected. Collision after Bit 5                 

#db# Nested: Can't select card                 

uid:94874d6d trgbl=12 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=12 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=24 trgkey=0          

Found valid key:055ca8babcec          

-----------------------------------------------          

uid:94874d6d trgbl=24 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=28 trgkey=0          

Found valid key:73f0c6348fe9          

-----------------------------------------------          

#db# Authentication failed. Card timeout.                 

#db# Nested: Auth1 error                 

uid:94874d6d trgbl=28 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=32 trgkey=0          

Found valid key:7ef1b56a86e5          

-----------------------------------------------          

uid:94874d6d trgbl=32 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=0          

Found valid key:047433b5dac8          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=0          

Found valid key:c979e3dd1e58          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=48 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=48 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=52 trgkey=0          

Found valid key:cd959706988c          

-----------------------------------------------          

#db# Multiple tags detected. Collision after Bit 23                 

#db# Nested: Can't select card                 

uid:94874d6d trgbl=52 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=4 trgkey=0          

Found valid key:e9af70226e44          

-----------------------------------------------          

uid:94874d6d trgbl=8 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=12 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=32 trgkey=1          

Found valid key:c132f69eaac4          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=0          

Found valid key:c1c7d8ce6c68          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=48 trgkey=0          

Found valid key:7f16549e7edb          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=0          

Found valid key:79a52397d33e          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=8 trgkey=0          

Found valid key:0ce1a35b743a          

-----------------------------------------------          

uid:94874d6d trgbl=12 trgkey=0          

Found valid key:b600229da564          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

#db# Authentication failed. Card timeout.                 

#db# Nested: Auth1 error                 

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=0          

-----------------------------------------------          

#db# Authentication failed. Error card response.                 

#db# Nested: Auth1 error                 

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

#db# Multiple tags detected. Collision after Bit 27                 

uid:94874d6d trgbl=60 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=16 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=20 trgkey=0          

-----------------------------------------------          

uid:94874d6d trgbl=36 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=40 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=44 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=56 trgkey=1          

-----------------------------------------------          

uid:94874d6d trgbl=60 trgkey=0          

Time in nested: 214.203 (2.060 sec per key)

-----------------------------------------------

Iterations count: 104

|---|----------------|---|----------------|---|          

|sec|key A           |res|key B           |res|          

|---|----------------|---|----------------|---|          

|000|  a067d232470c  | 1 |  77c13be264a3  | 1 |          

|001|  e9af70226e44  | 1 |  c132f69eaac4  | 1 |          

|002|  0ce1a35b743a  | 1 |  c132f69eaac4  | 1 |          

|003|  b600229da564  | 1 |  c132f69eaac4  | 1 |          

|004|  000000000000  | 0 |  c132f69eaac4  | 1 |          

|005|  000000000000  | 0 |  c132f69eaac4  | 1 |          

|006|  055ca8babcec  | 1 |  c132f69eaac4  | 1 |          

|007|  73f0c6348fe9  | 1 |  c132f69eaac4  | 1 |          

|008|  7ef1b56a86e5  | 1 |  c132f69eaac4  | 1 |          

|009|  c1c7d8ce6c68  | 1 |  000000000000  | 0 |          

|010|  047433b5dac8  | 1 |  000000000000  | 0 |          

|011|  c979e3dd1e58  | 1 |  000000000000  | 0 |          

|012|  7f16549e7edb  | 1 |  c132f69eaac4  | 1 |          

|013|  cd959706988c  | 1 |  c132f69eaac4  | 1 |          

|014|  79a52397d33e  | 1 |  000000000000  | 0 |          

|015|  000000000000  | 0 |  c132f69eaac4  | 1 |          

|---|----------------|---|----------------|---|          

proxmark3>
